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▸ Univers ity of Zagreb

▸ Faculty of Electrical Engineering and Computing

▸ Laboratory for Systems and Signals

Outline
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▸ … is the oldest  and biggest  univers ity in South-Eastern Europe (1669.)

▸ … offers  education and research in all scientific fields
▹ arts , biomedicine, biotechnology, engineering, humanit ies , natural sciences  and 

social sciences

University of Zagreb (UniZG)
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▸ Around 8 000 teachers  and 72 000 s tudents

▸ 31 Facult ies  and 3 Art  academies

▸ UniZGproduces:

▹ over 50 percent  of the annual research output  in Croat ia

▹ 80 percent  of scient ific product ivity of all Croat ian univers it ies

UniZG in num be rs
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▸ Faculty of Agriculture

▸ Faculty of Architecture

▸ Faculty of Civil Engineering

▸ Faculty of Chemical Engineering and 
Technology

▸ Faculty of Economics  and Business

▸ Faculty of  Electrical Engineering and 
Comput ing

▸ Faculty of Geotechnical Engineering

▸ Faculty of Humanit ies  and Social Science

▸ Faculty of Law

▸ Faculty of Mechanical Engineering and 
Naval Architecture

▸ Faculty of Mining, Geology and Petroleum 
Engineering

▸ Faculty of Pharmacy and Biochemis try

▸ Faculty of Polit ical Science

▸ Faculty of Science

▸ School of Dental Medicine

▸ School of Medicine

▸ …

UniZG faculties
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▸ History:
▹ 1919: Technical College

▹ 1926: College of Engineering

▹ 1956: Faculty of Electrical Engineering

▹ 1995: Faculty of Electrical Engineering and Computing

Faculty of Electrical engineering and Computing (FER)
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▸ 600 employees
▹ more than 1/ 3 are hired at  the faculty’s  own expense, thanks  to 

internat ional funding of the faculty’s  research

▸ 3000 s tudents
▸ 12 departments
▸ more than 30 research laboratories
▸ around 250 active science and research projects

▹ according to European Commiss ion data, FER is  one of the leading 
Croat ian ins t itut ions  in terms of at t ract ing EU projects

FER in numbers
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▸ Department of Applied Physics
▸ Department of Applied Mathematics
▸ Department of Applied Computing
▸ Department of Electrical 

Engineering Fundamentals  and 
Measurements

▸ Department of Electric Machines , 
Drives  and Automation

▸ Department of Energy and Power 
Systems

▸ Department of Telecommunicat ions

▸ Department of  Electronic Systems 
and Informat ion Processing

▸ Department of Control and 
Computer Engineering

▸ Department of Electroacoustics
▸ Department of Electronics , 

Microelectronics , Computer and 
Intelligent  Systems

▸ Department of Communication and 
Space Technologies

FER departments
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▸ Auralizat ion Laboratory (AuraLab)

▸ Text  Analys is  and Knowledge Engineering 
Lab (TakeLab)

▸ Laboratory for Bioinformatics  and 
Computat ional Biology (LBCB)

▸ Laboratory for Systems and Signals (LSS)

▸ Social Networking and Computing 
Laboratory (socialLAB)

▸ Integrated Circuits  and Electromagnetic 
Compatibility Laboratory (IC&EMC Lab)

▸ Internet  of Things  Laboratory (IoTLab)

▸ Micro- & Nano-Electronics  Laboratory 
(MiNEL)

▸ Smart  Grid Laboratory (SGLab)

▸ Laboratory for Nuclear Energy and Safety 
(LNES)

▸ Laboratory for Underwater Sys tems and 
Technologies  (LABUST)

▸ Applied Optics  Laboratory (AOLab)

▸ Laboratory for Robotics  and Intelligent  
Control Sys tems (LARICS)

▸ Laboratory for Renewable Energy Sys tems 
(LARES) …

FER research laboratories
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▸ LSS was founded in 1986
▹ by prof. Babić, prof. J eren and prof. Pale

▹ with the intent ion of developing experts  to build the economy on challenging 
projects

▸ LSS:
▹ s tarted with computerized measurement  sys tems,

▹ and with the advent  of war the focus  was  t ransferred to the cons truct ion of the 
Croat ian Internet

Laboratory for Systems and Signals (LSS)
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▸ Today, LSS is  mostly active in two areas:
▹ Educat ion

▹ Information security

▸ In education, LSS:
▹ researches  learning and teaching methods

▹ and develops  appropriate  tools

▸ In security, LSS:
▹ researches  authent icat ion methods  and methods  of learning and teaching 

cybersecurity through authent ic virtual environments

LSS – re se arch ac tivitie s
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▸ AuResS: The Audience Response System

▸ Automated diagnostic skill assessment
▹ based on examinee’s  explicat ion of rules  for scenario-based problem solving tasks

▸ Knowledge-based authentication using decentralised verifiers

▸ Automatic generator for computer forensics  assessment problems

▸ …

LSS – re se arch re sults
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▸ Computer forensics
▹ a graduate level course, 60-80 s tudents

▸ Instead of:
▹ manually creat ing and scoring assessment  problems

▹ a program creates  unique pract ical problems for each s tudent

▸ The generated problems cover:
▹ file  sys tem forens ics , digital document  forens ics , RAM forens ics , network 

forens ics , and s teganography

Example – ge ne rating  com . for. p rob le m s
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▸ Apart  from research, for more than 25 years , LSS is  also 
engaged in commercial act ivit ies :

▹ Security assessments  /  penetrat ion tes t ing

▹ Security educat ion, awareness  and t raining

▹ Consult ing services  for computer networks , data centers , 
information sys tems 

▹ Project  management

LSS – com m e rcia l ac tivitie s
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▸ Capture the Flag (CTF) cybersecurity competit ion
▹ for high-school s tudents

▹ in collaborat ion with the Croat ian National CERT

▹ digital forens ics , web security, exploit  development , reverse engineering …

▸ Security assessments :
▹ finding security problems (vulnerabilit ies ) in apps  and IT sys tems

▹ researching and sugges t ing the bes t  way to fix them

▹ communicat ing with managers , programmers , adminis trators

Example – se curity asse ssm e nt & e du.
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THANKS!
Any quest ions?
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